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A practical framework for platform and security leaders deciding whether
to delegate a consequential operation: define exact authority, preserve
native semantics, account for uncertain effects, and compare a bounded
evaluation with the existing stack.
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01 · Decide on one operation
An agent recommends rolling back a degraded service. The previous image exists
and an engineer agrees with the recommendation. That still leaves several decisions:
which Deployment may change, which image is permitted, whether the resource has
changed since review, and what to do if the cluster accepts the update but its reply
disappears.

The execution gap is the missing agreement between those decisions. Identity,
approval, the native write, its observed outcome and recovery can each be managed
competently while referring to different versions of the operation. A successful tool
invocation can then conceal an unresolved external effect.

Agents bring this familiar engineering problem into sharper focus because they can
choose tools, vary parameters and delegate work dynamically. The authority
boundary must remain inspectable as proposals become less predictable. That does
not establish that autonomous production change is appropriate everywhere.

BCG’s enterprise control-plane analysis describes enforcement at execution and
recommends assembling controls suited to existing infrastructure. Google SRE’s
account of agentic operations retains conventional automation that already meets
business needs. Both support an operation-specific assessment before adding
infrastructure.

For a VP of Platform, CTO or CISO, the decision is whether a particular workflow can
receive bounded write authority at an acceptable operational cost. Select a workflow
with an engineering owner, a defined native effect and a real obstacle to delegation.
Measure integration effort, review burden and recovery work alongside execution
speed. A simpler deterministic job may be the better answer.

The accompanying research reviewed 130 relevant publication units across nine

principal organizations, grouped into 113 source families. They include surveys,
practitioner reports and mutable documentation, not 130 independent studies.
Coverage is uneven and does not establish demand for a separate runtime. The full
report and methodology distinguish source facts, engineering synthesis and
commercial hypotheses.

https://www.bcg.com/publications/2026/how-cios-govern-ai-agents-at-scale
https://cloud.google.com/blog/products/devops-sre/how-google-sre-is-using-agentic-ai-to-improve-operations
https://cloud.google.com/blog/products/devops-sre/how-google-sre-is-using-agentic-ai-to-improve-operations
https://nikxius.com/research/agent-execution-gap
https://nikxius.com/research/agent-execution-gap
https://nikxius.com/research/methodology
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02 · Place enforcement beside the writer
Separate proposing an operation from being able to produce its effect. The agent can
investigate and recommend. An enforcing service or native application boundary
authenticates the principal, checks authority, reads relevant state and admits only a
supported operation. Its constrained credential reaches the native writer.

The lifecycle is explicit:

Propose → Authorize → Bind → Execute
                              ↓
Evidence ← Reconcile ← Observe

The arrows describe responsibilities, not a requirement for seven new services.
Existing identity, policy, workflow and application components can implement them.
OWASP’s excessive-agency guidance supports granular tools, least privilege and
downstream authorization rather than allowing the model to decide whether its own
action is permitted.

Before sending the native mutation, bind the exact command to its grant, policy and
required review, then persist a stable operation and possible-dispatch identity. The
durable record helps a replacement worker understand what might already have
been sent. It cannot itself prove that the native API received or committed the
request.

Read native facts independently of the proposer where they govern the mutation. A
planner’s cached resource name or version is context, not an authoritative
precondition. Revalidate material authority and state before dispatch, and apply the
target system’s concurrency controls.

The boundary also depends on credentials outside the diagram. Review direct tokens,
Secret access, token creation, shell tools, CI jobs and privileged helper services. If the
agent retains another writer, the proposed mediation path does not constrain all of
its effects. A narrow endpoint cannot compensate for broad access elsewhere.

Assign responsibilities explicitly: platform engineering owns the operation path;
security reviews identity and bypasses; the application owner defines acceptable
business behavior. Model evaluation, sensitive-data controls and application
judgment remain necessary. Faithfully executing an authorized operation does not
establish that the decision was wise.

https://genai.owasp.org/llmrisk/llm062025-excessive-agency/
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03 · Write an inspectable action contract
An agent action contract joins permission, native effect and outcome for one
operation family. It is a review framework assembled from established engineering
concepts, not a new standard or an assertion that one product implements every
field.

Contract element Decision to make explicit

Identity and authority Verified principal, accountable delegator and the grant
permitting this effect

Exact operation Typed parameters, tenant, environment and stable
native target identity

Native state Preconditions that must still hold when the writer
accepts the request

Limits and review Expiry, quantity, concurrency, task budget and any
additional authorization

Dispatch identity Frozen command, stable request key and durable
record before possible send

Outcome evidence What establishes acceptance, commitment, controller
convergence and application health

Recovery Permitted retries, reconciliation evidence, retained
obligations and new compensation

Records and trust Retention, attribution, omissions, trusted components
and independent verification limits

The contract should expose the differences that matter to an approver: target
identity, exact effect, current assumptions and expiry. “Restore service” is too broad
if subsequent code can choose a mutable image tag or a different resource. A
material change after review must follow an explicit reauthorization rule.

Keep limits tied to the intended unit of accountability. A session limit does not
necessarily constrain a task that can create new sessions. Delegating work should not
silently reset authority or accumulated obligations. These are properties to establish
in the composed system, not conclusions to infer from an agent identifier.

Outcome definitions require particular care. API acceptance, native commitment,
controller convergence and application health answer different questions. Assign
each its own evidence requirement. A contract may control an image update while
leaving schema compatibility and service correctness to application checks.

Finally, name the owner of an unresolved outcome, the escalation path and the
conditions for closing it. An operation remains an operational responsibility when
evidence cannot support a verdict. The Action Contract technical note expands these
questions without presenting the framework as an interoperable API specification.

https://nikxius.com/docs/action-contract
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04 · Test uncertainty before granting authority
UNKNOWN is not FAILURE. A timeout describes communication. The native writer
may have committed, rejected or still be processing the request. A fresh request key
can create a second logical operation before the first has been accounted for.

Failure case Required behavior to test

Parameters change under the same request key Refuse the conflicting proposal; preserve the original
identity

Worker crashes after recording dispatch Recover possible-send state rather than assuming
nothing happened

Reply disappears after a possible commit Retain uncertainty and reconcile the original operation

Current state matches after a history gap Distinguish present convergence from attributable
original effect

Mutation commits but rollout degrades Preserve commitment and record the separate
unhealthy observation

Authority expires or is revoked Apply the documented refusal boundary; do not claim
to recall an in-flight native request

Retry behavior belongs to the native contract. Stripe documents same-key retries for
network failures and indeterminate outcomes for certain server errors that may have
produced side effects. Temporal recommends idempotent Activities. Durable
workflow recovery therefore needs an appropriate external-effect implementation.
Neither a universal retry rule nor a universal no-retry rule is sufficient.

Reconciliation asks what happened to the original operation. Compensation causes
another effect and needs new authority. A rollback, refund or replacement
configuration does not erase the earlier event or inherit a guarantee that its own
request will succeed.

Unknown outcomes need operational consequences. Depending on the contract,
retain a reservation, prevent reuse of a task allowance, assign an investigator or block
a conflicting operation. Missing evidence must not become success merely to clear a
queue. Known partial effects should also remain visible rather than being flattened
into a generic error.

Signed records can protect integrity and attribution under an accepted key. They
cannot manufacture missing native history or independently establish that a trusted
recorder told the truth. Investigation should state both the evidence obtained and the
conclusions it cannot support.

https://docs.stripe.com/error-low-level
https://docs.temporal.io/activity-definition


NIKXIUS INC. / RESEARCH NIKXIUS-EXECUTION-BRIEF-2026

6 / 9PUBLIC RESEARCH · 15 SEP 2026

05 · Make rollback precise in Kubernetes
A useful rollback contract permits one exact prior image for one enrolled
Deployment container. It should identify the cluster, namespace, Deployment UID,
container, immutable image digest and the earlier operation being reversed. A
Deployment recreated under the same name is a different native object.

Kubernetes supplies meaningful concurrency controls. Its API documentation
describes resource-version preconditions and permitted ordered comparisons within
defined server-version and resource-type boundaries. Clients must respect those
native rules. Nikxius’s current implementation uses the captured version as an
equality precondition; version ordering alone does not establish the operation’s
effect.

The current Nikxius profile, kubernetes.deployment.rollback_image.v1, makes the
prior-operation relationship explicit. compensatesOperationId must identify a
committed operation in the same tenant and on the same native target and UID, with
the appropriate reversed before/after images. If the earlier operation changed
immutable image A to B, the rollback must match the permitted B-to-A relationship.
This is a constraint of that implemented profile, not a general Kubernetes
requirement.

The rollback receives a new operation identity, grant, review where required, attempt
and outcome. Native state and authority can change before execution; an earlier
approval cannot silently authorize a different resource. The worked rollback example
explains this bounded scope.

Separate the resulting conclusions. A persisted image setting, controller rollout
progress, Pod readiness and application correctness are different observations.
Kubernetes Deployment documentation explains the controller’s rollout and rollback
behavior. An image change does not restore a database schema, reverse data loss or
establish that the application serves correct results.

Check ownership of desired state as well. If GitOps governs the workload, a reviewed
source change may be the proper write path. An out-of-band cluster patch can create
a competing writer. The proposed evaluation must fit the customer’s operating model
before comparing additional tooling.

https://kubernetes.io/docs/reference/using-api/api-concepts/
https://nikxius.com/use-cases/kubernetes-agent-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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06 · Give the existing stack a fair baseline
Most organizations already have important parts of this contract. The question is
whether they agree on one operation through its failure cases. Compare actual
integrations, including operating effort, rather than assigning each capability to a
new product box.

Existing capability What the composed operation must still establish

Enterprise identity and native RBAC The verified principal’s permitted exact effect and
controlled alternate credentials

Policy decisions and runtime enforcement Trusted inputs, current context and coverage of the
relevant writer paths

Protected delivery and GitOps The approved desired-state change and the
authoritative owner of that state

Durable workflow execution Stable operation identity and native retry behavior after
worker failure

Native API and controller observations Commitment, original-effect attribution, convergence
and application checks

These controls are substantive. OPA separates policy decisions from application
enforcement. AWS AgentCore Policy evaluates interactions at its gateway boundary.
GitHub deployment environments provide native delivery protections. None should
be dismissed as merely a dashboard because another component owns part of the
outcome.

Inspect cross-system limits precisely. Palantir’s webhook documentation describes a
writeback case in which an external request can succeed while internal Ontology
changes fail. That is a feature-specific limitation, not evidence that the entire
platform lacks recovery. It illustrates why the evaluation must follow the exact effect
path.

A reviewed Git change, protected deployment, native admission and a clear incident
runbook may already satisfy the workflow. Preserve that composition if it is
adequate. Add a runtime only where a documented gap in authority, native
semantics, evidence continuity or recovery ownership justifies its integration and
operating burden. Fewer operator steps and clearer failure handling matter more
than another architecture label.

https://www.openpolicyagent.org/docs/philosophy
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/policy.html
https://docs.github.com/en/actions/reference/workflows-and-actions/deployments-and-environments
https://www.palantir.com/docs/foundry/action-types/webhooks
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07 · Run one bounded four-week evaluation
Choose one supported workflow in one named nonproduction environment. Assign an
engineering owner, a security reviewer and an application owner. Agree the test
cases, evidence requirements and acceptance criteria before comparing the native
baseline with an additional runtime.

Week 1: define the boundary. Trace the existing writer and all relevant credentials.
Record the permitted target, effect, native preconditions and recovery obligations.
Establish who owns desired state. Identify application checks separately from
resource commitment, and document any assumption the exercise cannot validate.

Week 2: exercise the native baseline. Implement or configure the smallest existing
composition that can satisfy the contract. Run authorized and refused cases. Record
configuration effort, review steps and the evidence an operator needs to establish the
outcome. Keep this baseline available for comparison.

Week 3: compare failure handling. Run the same cases through the proposed runtime.
Include changed parameters, a replaced resource, a concurrent edit, revoked
authority, worker restart, a lost native response, history loss and degradation after a
committed mutation. Check the agent’s response to refusal and UNKNOWN,
including attempts to obtain a new key or use another tool.

Week 4: review the operational result. Compare engineering hours, manual review
minutes, investigation effort and unresolved obligations. Record duplicate effects or
incorrect outcome classifications observed during the exercise. Assess who can
operate and maintain the resulting boundary. Choose to retain the native stack,
proceed with a narrowly scoped next step or stop.

Measure against thresholds agreed beforehand; this brief supplies no invented
performance target. A smaller integration can be preferable even when both
approaches pass the same correctness checks. Conversely, reducing clicks has little
value if an operator loses the ability to identify an uncertain effect.

Passing the exercise establishes behavior under its tested conditions. Customer
identity, TLS, credential exclusivity, native policy, external security review and
production acceptance remain separate decisions. Use the readiness checklist to
organize that review, not as a certification of safe autonomy.

https://nikxius.com/research/agent-production-readiness
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08 · The separate Nikxius thesis
Nikxius is testing execution control and recovery infrastructure for production
automation. Its customer-controlled Runtime mediates supported operations, binds
exact authority and native state, records dispatch and reconciles available
observations. The first evaluation workflow is a permitted Kubernetes image
rollback.

The verification record dated 12 September 2026 reports 232 distinct Runtime tests,
including 27 native Kubernetes cases, and three recorded demonstration scenarios.
These are historical local conformance results from disposable Kubernetes 1.35.0
with synthetic identity and MFA fixtures. PostgreSQL restart and mocked HCP
provider behavior have separate boundaries. They do not establish customer
production acceptance or independent security certification.

The public replay demonstrates kubernetes.deployment.set_image.v1, an image-
change operation with response-loss recovery and separate boundary checks. It must
not be presented as a customer rollback deployment. Website verification likewise
does not constitute a new Runtime conformance result.

The deployment assumption is explicit: the Node holds the constrained native
credential, while the agent lacks an alternate writer. A compromised trusted Node or
privileged administrator is outside that protection. Node signatures attribute
recorded observations; they do not independently prove native truth or
completeness.

The commercial hypothesis is that maintaining a coherent operation contract can
reduce enough bespoke integration and recovery work to justify another component.
Buyer ownership, savings, repeatability and paid demand remain unproven. The
four-week evaluation compares that hypothesis with the customer’s native stack.
Scope, access, responsibilities, fees and acceptance criteria require a separate
agreement; production admission is a later decision.

Review the Runtime boundary or discuss one evaluation. If the existing stack satisfies
the complete contract economically, use it.

https://nikxius.com/runtime/verification.json
https://nikxius.com/product/runtime
https://nikxius.com/contact
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